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Ifferent Phases of Server Virtualization
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Proliferation of Control Points

= Evolution of the access layer has led to an increasingly complex
management environment and switch topology

= |ntroduction of blade switches and rack switches
= [ntroduction of hypervisors




Vom virtuellen Switch zum Hypervisor Bypass

VN-link in VN-Link in VN-Link in Hardware
Software Hardware with VM Direct Path




Virtual Machine LAN Security

DMZ ' Application . Database
Web Server Server
Server '

Be aware of security affinities

Would you place all your applications on the same
VLAN?

Challenging troubleshooting & monitoring
environment

ESX vSwitch lacks “standard” network functions

No SNMP and Netflow instrumentation to monitor flows
between VMs

No ACLs and PVLAN to limit inter-VM traffic
No SPAN to enable forensic analysis of inter-VM traffic

..E....E Recommendation: Do not consolidate servers with
unlike security affinities onto a single VLAN




Unified I/O




Mehr Durchsatz mit weniger Adapter und Kabel

Multiple points of management = Unified fabric with Fabric extender
Fc Single point of management
Ethernet
Blade switches = Reduced cables

High cable count Fiber between racks

Copper in racks




